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Wprowadzenie

Czym sg zagrozenia Client-side?

- wlamanie C2S * phishing . btedy logiczne

— exploits * pharming aplikacji Web, m.in.:

— island hopping attack « spoofing - IP, DNS, Port, — manipulowanie i

— atak brutalny ARP, Mail, ... zmiany w’artos'ci
 wiamanie S2C « zlosliwy kod (tzw. parampftro‘.'v URL
- maskarada malware), m.in.: - SQL"WE‘_CUQH

_ — LDAP-Injection
" penetracja a rqbak — CLI-injection
* podstuch sieciowy - wirhs — Cross Site Scripting
- przechwytywanie sesji — bakteria/krolik — XSS
- odmowa ustugi (DoS), — trojan/rootkit — itp.
m.in.: — spyware e source routing
— flooding — keylogger * source porting
— smurfing

— bot (zombie, drones)

— nuking e socjotechniki

— itp..
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Statystyki incydentow bezpieczenstwa

SANS Top-20 2007 Security Risks (2007 Annual Update)

If you would like the Executive Summary pointing out the newsworthy highlights, click here

Client-side Vulnerabilities in:

C1. Web Browsers

Security Policy and Personnel:

H1. Excessive User Rights and Unauthorized Devices
H2. Phishing/5pear Phishing
H3. Unencrypted Laptops and Removable Media

(2. Office Software
3. Email Chents
C4, Media Players

Application Abuse:
Server-side Vulnerabilities in: A1, Instant Messaging
51. Web Applications Al. Peer-to-Peer Programs
52, Windows Services
53. Unix and Mac 05 Services Network Devices:
54, Backup Software N1. VolP Servers and Phones
50, Anti-virus Software
56. Management Servers lero Da}-' Attacks:
57. Database Software 71. Tero Dav Attacks

Zrédto: http://www.sans.org/top20/
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Statystyki incydentow bezpieczenstwa

Client-side Vulnerabilities in:
— C1.Web Browsers

- Internet Explorer

- CVE-2006-4697, CVE-2007-0024, CVE-2007-0217, CVE-2007-0218, CVE-2007-0219, CVE-2007-0942, CVE-2007-0944, CVE-2007-0945, CVE-2007-0946, CVE-2007-0947,
CVE-2007-1749, CVE-2007-1750, CVE-2007-1751, CVE-2007-2216, CVE-2007-2221, CVE-2007-2222, CVE-2007-3027, CVE-2007-3041, CVE-2007-3826, CVE-2007-3892,
CVE-2007-3896

—  Firefox

- CVE-2007-0776, CVE-2007-0777, CVE-2007-0779, CVE-2007-0981, CVE-2007-1092, CVE-2007-2292, CVE-2007-2867, CVE-2007-3734, CVE-2007-3735, CVE-2007-3737,
CVE-2007-3738, CVE-2007-3845, CVE-2007-4841, CVE-2007-5338

—  Adobe Acrobat Reader

- CVE-2007-0044, CVE-2007-0046, CVE-2007-0103, CVE-2007-5020

— C2. Office Software and Operating Systems Affected

—  MS Office

- CVE-2006-5574, CVE-2006-1305, CVE-2006-6456, CVE-2006-6561, CVE-2006-5994, CVE-2007-0515, CVE-2007-0671, CVE-2007-0045, CVE-2007-0027, CVE-2007-0028,
CVE-2007-0029, CVE-2007-0030, CVE-2007-0031, CVE-2007-0034, CVE-2007-0208, CVE-2007-0209, CVE-2007-0515, CVE-2007-0671, CVE-2007-0215, CVE-2007-1203,
CVE-2007-0035, CVE-2007-0870, CVE-2007-1747, CVE-2007-1658, CVE-2007-1756, CVE-2007-3030, CVE-2007-3890

— C3. Email Clients

- Microsoft Outlook Express, Outlook, Vista Windows Mail
- CVE-2006-4868, CVE-2007-0033, CVE-2007-0034, CVE-2007-3897

- Mozilla Thunderbird, SeaMonkey

- CVE-2006-4565, CVE-2006-4571, CVE-2006-5463, CVE-2006-5747, CVE-2006-6502, CVE-2006-6504, CVE-2007-0777, CVE-2007-0779, CVE-2007-1282, CVE-2007-2867,
CVE-2007-3734, CVE-2007-3735, CVE-2007-3845

—  Eudora
- CVE-2006-0637, CVE-2006-6024, CVE-2006-6336, CVE-2007-2770

— C4. Media Players

- RealPlayer

- CVE-2007-2497, CVE-2007-3410, CVE-2007-5601

- Windows Media Player

- CVE-2006-6134, CVE-2007-3035, CVE-2007-3037, CVE-2007-5095
- Apple Quicktime

- CVE-2007-0462, CVE-2007-0588, CVE-2007-0466, CVE-2007-0711, CVE-2007-0712, CVE-2007-0714, CVE-2007-2175, CVE-2007-2295, CVE-2007-2296, CVE-2007-0754,
CVE-2007-2388, CVE-2007-2389, CVE-2007-2392, CVE-2007-2393, CVE-2007-2394, CVE-2007-2396, CVE-2007-2397, CVE-2007-5045, CVE-2007-4673
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Statystyki incydentow bezpieczenstwa

TYPE OF ATTACK 2007 TYPE OF ATTACK 2007

Insider abuse of Net access 59% @ Financial fraud 12%

Virus ¥t Password sniffing™™ 10%
Laptop / mobile device theft m Web site defacement™ 10%
Phishing where your organization was A Misuse of public Web application* 9%

fraudulently represented as sender**
e & Theft of proprietary information 8%

Instant messaging misuse** (intellectual property)
m Denial of service 25% A  Exploit of the organization's DNS 6%
: : : server™
A Unauthorized access to information 20%
Telecom fraud 5%
® Bots within the organization**
® Sabotage 4%
*  Theft of customer / employee data™* .
Abuse of wireless network™ 7%
* *Added in 2004 survey
System penetration 13% **Added in 2007 survey

CS1 2007 Computer Crime and Security Survey
Source: Computer Security Institute
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Typowe zagrozenia Client-side

Phishing (scam)

technika zwykle polega na wystaniu wiadomosci email o interesujacej tresci lub w
imieniu zaufanej osoby (poprzez technike email spoofing), ktéra zacheca do
wykonania okreslonych czynnosci, np. uruchomienia zatacznika, wejscia na
wskazang strone Web, itp.

& Russian missle shot down USA aircraft - Thunderbird

widok  Przejdz Marzedzia

™= - ﬁ ‘c-'g @

Pobierz Nap-i:sz P.u:lr-n;s';.f Cdpowiedz

Wiadomosd Pomoc

Pli.  Edwcia

| & Chinese missile shot down USA satellite - Thunderbird

Plik.

=  Temat: Russian missle shot dow Wiadomosc  Marzedzia  Pomoc

Od: August M, Hyde <jrimdn@ald

Edvycja  Widok  Prezejdz

Data: 06:52 o ﬁ \ouk é 2 B:;L X E =. &
Do:  mstawow@clico, pl Pobierz Mapisz  Adresy | Odpowiedz Odpowiedz wszwstkim - Przekaz Usuri  Miechciana | Drukuj  Zatrzymaj

=  Temat: Chinese missile shot down USA satellite
0d: Knox U, Ambrose <zgfnk@revistalucida,com, ar =
Data: 2007-01-19 23:05

Zafacznlkl: e g Do: mstawow@clico,pl
| Full Clip.exe
2
Zataczniki: m| Full Stary,exe
i -
o

intruz atakuje serwis DNS (serwery DNS lub lokalne ustawienia komputera w pliku
‘hosts’) w taki sposdb, aby na zapytanie DNS o zaufany serwer Web otrzymany
zostat adres IP serwera spreparowanego przez intruza
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& Wprowadzenie nowych zabezpieczen dla uslug online. - Thunderbird Q@E|
Plik. Edvcja  Widok  Przejdz “Wiadomosc  Marzedzia  Pomog

* 1 / []] B LL.QP"I '%J N - X 6_1}

Pobierz Mapisz Adresy | Odpowiedz Odpowiedz wszywstkim  Przekaz | Ebvkicta Usurn  Miechciana

=  Temat: Wprowadzenie nowych zabezpieczen dla uslug online. |K|iknij, aby posarkowad wedhig

0d: Inkelign <informaciem@intelign.com.pl=

Odp. do: Inteligo <informacie@inteligo.com.pl=
Data: 2007-12-14 22:21

Do: abc@clico,pl

Inteligo

Wprowadzenie nowych zabezpieczeri dla ustug online.

Informujermny, 2e Twoje konto przechodzi proces akiywadgi nowych
zabezpiaczen,

W celu jego ukorficzenia prosimy o jak najszybsze zalogowanie klikajgc w
link ponizej.

Mastepnie podaZaj za instrukgarmi, ktdre otrzyrnasz po zalogowaniu,

Do tego czasu wszystkie opge w Twoirn koncie beds zablokowane,

(Cata procedura trwa kilka minut)

https:/dsecure.inteligo.com.pl/?verification code=6ywkoi0Fa6153vEsd 2, .,

\ http://danchimviet.com/https//secure.inteligo.com.pl/?verification
_code=6ywkcj0766153y2s42hjuu77hjbxrg4492mnpnt593e9d8ntzh
&request_ssl=yes&secure=yes&op code=012

@ Copyright 2007, Inteligo prowadzone jest
przez PKO Bank Polski
Wiszelkie prawa zastzezone. Inteligo Financial
Services 5.4,

Pozdrawiany,

Zespit Obstugi Konta Inteligo
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Typowe zagrozenia Client-side

Server-to-Client (S2C) attacks

Serwer Sy
z ukrytym Trojanem NS
(np. serwer Web)

1. Uzytkownik nieswiadomie
pobiera kod Trojana

Komputer
intruza

N

4. Intruz przejmuje kontrole
na Trojanem i komputerem
uzytkownika w sieci
wewnetrznej firmy

Serwer posredniczgcy 3. Trojan faczy sie z serwerem
(np. serwer Web, SMTP, posredniczacym
GaduGadu)
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Sieé

wewnetrzna
\ ’ >

2. Trojan uruchamia sie na komputerze
uzytkownika (np. z wykorzystaniem
btedu przegladarki Web)
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Wykorzystanie dedykowanych narzedzi ‘Vulnerabilities Exploitation’

L5 Top 3 Vulnerability Exploitation Tools - Mozilla Firefox

Fli.  Edwcia ‘Widok  Historia  Zakbadki  Marzedzia  Pomoc

Q: - - @ ﬁ ®  htkp: j/sectools, arglsplaits, bkl v| P '

B Picrwsze kroki |Gy Akkualnogci
Nmap Security
Top 3 Vulnerability Exploitation Tools

After the tremendously successful 2000 and 2003 security tools surveys, Insecure. Org i3 delighted to release this 200
asked uszers from the nmap-hackers matling list to share thew favortte tools, and 3,243 people responded. This allowes

N?‘\“"! Metasploit took the securtty wotld by storm when it was released n 2004, No other new tool even broke mto the top 15 of thus
B

list, yvet Metasploit comes i at #5, ahead of many well-loved tools that have been developed for mote than a decade. Itis an
advanced open-source platform for developing, testing, and using exploit code. The extensible model through which payloads,
¥, encoders, no-op generators, and explotts can be integrated has made it possible to use the Metasploit Framework as an outlet for
/% cutting-edge explottation research. It ships with hundreds of exploite, as you can see in their online explott building deme. This malces

”?J writing your own exploits easier, and it certanly beats scouring the darkcest comers of the Internet for illicit shellcode of dubious quality.
S
T

with. I d

votes fo Similar professional explodtation tools, such as Core Impact and Canvas alteady exsted for wealthy users on all sides of the ethical
ﬂ spectrum. MWetasploit simply brought this capability to the masses.

Mewh T)l#2  Core Impact : An automated, comprehensive penetration testing product
A NE"“" Care Impact 1sn't cheap (be prepared to spend tens of thousands of dollars), but 1t 15 widely considered to be the most @

= powerful explottation tool available. It sports a large, regularly updated database of professional exploits, and can do

B [lpy neat tricks ke explotting one machine and then establishing an encrypted tunnel through that machine to reach and explott other boxes.
& . . IFyou can't afford Impact, take alook at the cheaper Canvas or the excellent and free MMetasplodt Frameworle. Your best bet 15 to use
- all three.
@ Alzo categonzed as: vulnerabihty scanners
U
- \‘._ #3 Canvas : A Comprehensive Exploitation Framework

AN e

iy Q" Canvas is a commercial vulnerability exploitation tool from Dave Aitel's ImmunitySec. It includes more than 150 'S -Iﬁ;ﬁ’f::"’.-
= exploits and is less expensive than Core Impact, though it still costs thousands of dollars. You can also buy the L
& optional VisualSplett Plugin for drag and drop GUI explott creation. Zero-day explotts can occasionally be found

= within Catrras,




Wykorzystanie dedykowanych narzedzi “Vulnerabilities Exploitation’

Metasploit Framework GL| v3.1-release

System  Window  Help

Job ID 1 Module

GF meafeevisualtrace_tracetarget Mcafee Visual Trace Ackives Contral Buffer Overflow

o o il o
‘@ rirc_irc_url

) ) Internet Explorer Daxctle.OCX KeyFrame Method Heap Buffer Overflow ¥ulnerability
‘@ ms03_020_ie_ohjecttype

‘@ ms0&_001 _wnf_setaborkproc 5 - Es-snanﬁ
- I
‘ L
S — —

‘@ ms06_013_createtextrange
‘@ ms0f_055_wml_method
‘@ ms0a_057_webview_setslice

Internet Explorer Daxctle.OCX KeyFrame Method Heap Buffer Overflow Yulnerability

‘@ ms06_071 _xmi_care
U nis2004_get

= Standard

Select your options

SRYHOST : Fhaocal fost fo fefan on.

Module Information | Module Cukput 0.0.0.0
Module: exploitwindows/browser/ms06_067 | -
SRYPORT : e focal porf fo disfan on.
This module exploits a heap owverflow vulnerabill a0a0n

This is a port of the exploit implemented by Ale:

Satiroy {asobirov@determing . com) and skape § .

URIPATH : The LRF fo wre for 8 exofaif fdafaut & random)

References:
http: ffowe. mitre, orgfcgi-binfcvename. cqifr
hikbp: v, securityFocus. com/bid /20047
hittps: fivm, Blackhat, comipresent ationsH LPORT : The focalport
bk e, microsoft, camftechnet fsecurit 25|

+ Advanced

+ Evasion
Loaded 268 exploits, 118 payloads, 17 encoderd

Aniluj ] [ Wy Lyt l I Do przodu
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Minimalne, obligatoryjne wymagania
bezpieczenstwa dla komputeréow PC

(1) Pracownik korzysta z konta uzytkownika (nie administratora).

(2) Personal Firewall blokuje wszystkie potgczenia do komputera z zewnatrz
(za wyjatkiem autoryzowanych potgczen zdalnego zarzgdzania).

(3) Personal Firewall kontroluje potaczenia sieciowe aplikacji na zewnetrz.

(4) Anti-Malware (AV, itd.) renomowanego producenta dziata on-line i
automatycznie sie aktualizuje.

(5) Dane na komputerze sg zabezpieczone kryptograficznie (szyfrowane
dyskow).

(6) Komunikacja komputera z siecig firmowg jest zabezpieczona
kryptograficznie (VPN).

(7) Dostep do kont komputera chroniony jest trudnym do odgadniecia
hastem lub inng metodg wiarygodnego uwierzytelniania.

(8) System operacyjny i aplikacje (w szczegolnosci przeglagdarki Web, pakiet
Office, Acrobat Reader) sg aktualnej wersiji i posiadajg zainstalowane
poprawki.
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