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Agenda

Rozwigzania klasy ,Endpoint
security”

“Wyzwania dla bezpieczenstwa

*Pojedynczy agent, pojedyncza konsola

=Silne zabezpieczenia

*POKAZ ZABEZPIECZEN CHECK POINT EPS

"Pytania
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Wyzwania dla bezpiecze nstwa

= Zbyt wiele aplikacji zabezpiecze n do utrzymania

= Wiele konsol zarz adzajacych

* Problemy z kompatybilno $cig poszczegodlnych agentow

= Niewystarczaj acy poziom zabezpiecze n
= Zwiekszenie naktadow i kosztow administracyjnych

= Wiele interacji testowania — po ka zdej aktualizacji
oprogramowania
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Wprowadzenie: Check Point Endpoint Security

(3 Check Point

SOFTWARE TECHMCLOGIES LTD,

Pojedynczy agent dla bezpiecze nstwa stacji ko ncowej

Firewall/NAC Antivirus Data
Program Control Anti-Spymeane Security
- Oparte o -
oo wiclorome  Technologiadera 2 1412 P07V,
firewall nagradzan a rynku Pointsec ® VPN
technologi e
ZoneAlarm

= Rozwigzuje problem szerokiego zakresu ryzyka

= Ujednolica wszystkie najwazniejsze komponenty ochrony

= Jedyne rozwigzanie zawierajgce zarowno ochrone danych jak i
bezpieczenstwo zdalnego dostepu
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Pojedynczy agent ochrony stacji ko Acowe]

¥ Check Point Endpoint Security

Pojedynczy agent ochrony

@ ENDPOINT SECURITY Lo
©Help
Overview M. Guarar ting n - -
t atwy do wdro zenia i
3 .
% o zarzadzenia
p_r.;,g, 7 De:_:ail i
S Lot 208305 = Jedyne wszechstronne
:T-:an Dkt Last Uadate 02/15,2008 5:21 PH rOZWI qz an I e OC h ro ny:
i ,_ Comio somme | — Firewall, NAC & Program Control
Encryption _,E'éé_ Anti-spyware On - -
-y N . — Antivirus & anti-spyware
Totectio @ Deails ) - ’
Privacy 3985:8?;::”3- Last Scar 02/02/2008 6:03 P o Bez p I eCZe nStWO d anyc h
Jefinitiang Last Uadate 02/15:2008 &:21 PM

poicies > — Zdalny dostep

[ Scan for Yinses/Spyware Lipdate How 1M | . .
= Jedna instalacja

= Jeden intuicyjny interfejs

Jedyne rozwi gzanie zawieraj gce zarowno
zabezpieczenie danych jak i VPN
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Uproszczona instalacja i wdro  zenie

Pojedynczy agent ochrony

Client Configur‘ation Manage Installer ¥ersions

Client Packages

Configure the installation packages that are available for instaling and updating the client software.

New Package |« |

Edit | Duplicate | Export | Delete

Edit | Duplicate | Export | Delete

Package Client Type Installer File Date Modified
Aggent Client, «7.0.543.000 [Enclish Agjent Agent Client, v¥.0.543.000 [Englizh]

Edit | Duplicate | Export | Delete

Auto Flex Duplicate “Ph Flex WPM Flex Client, +7.0.843.000 [English]

Edit | Duplicate | Export | Delete

Flex Client, »7.0.543.000 [Endlish Flex Flex Client, w7 .0.543.000 [Enalish] 2005-01-31 21:07:35

WP Agert Cliert, «7.0.843 000 [Englizh WP Agent WP Agent Cliert, »7 08432000 [Englizh] 2008-01-34 21:07:35

Szybka i tatwa instalacja
oraz uaktualnienia

[*] Rows1-4 ofs * Row ISkip to... Last

Office Awareness

I order to use the correct policy, Check Point Endpoint Security clients need to knowve wehether or not they are connected to your netwaark. Use
Office Awarensss to prevent your Check Point Endpoint Security clients from using the Dizconnected policy when they lose contact with the
Check Point Endpoirt Security Server.

You have not defined any Office Awareness Servers.

Client Settings

The client settings shared between all clierts are shown below ., Some settings may reguire that palicies are re-deployed to take effect.

Heartbheat Log Upload Size
Interval (zecs) 60 Min number of everts: 10
Protocol: hitp Mz number of everts: 50

Log Upload iz ane of events (2ECE) 432000

Interval (zecs) 3600
Retry delay (zecs)  H00
Max Retries: 3

Wspotdzielone

ustawienia
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Wymuszanie polityki zabezpiecze n

Chart: Client Compliance by Rule

Réport genarsded 2007110821 3223

Pojedynczy agent ochrony

" ; :
S L] ] o
wiorce : 26 (228 ‘\.‘ op 10 most viclated rules. (117 violetlonT]

O Spywars Scan Cemplisnee Rue (S

\
EM&I: 51 Hd%y

| W psgasie o chent 760 FAT N Flax (37

B Entoce Trondmicns OificeSoon (261

Weryfikacja poziomu
R Stach s e i bezpieczenstwa staciji
W AGENT -

= WP MGENT 750 (1)

lex: 31 Q6N

Chart: Antivirus Provider Brands
Reporl generaled 2007-11-06 213337

Staluz of 53 Cherts
BEtk Po: 228 WA

Tl Wymuszanie polityk
. ochrony AV dla

produktéw ,3rd party”

rand M| 232 55N
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Lider rynku firewall

ENDPOINT SECUR]TY Comain Selection v | About | Help | Change Password | Log ©ut

=| Check Point

Home
Darnains Add Firewall Rules to Policy

Policies

Client Configuration

b Systern Configuration

Administrator
masteradmin

Lamain
System Domain
Raole
Master Administrator

*oint Technologies Lt

Add rules to wour policy.

I New Firewall Rule | =

Hame

Al Wil
Al Wk

Al tratfic

Al Traffic Cut
Block 15kP
Block MetBIO=
Block Ping

L0 e o o s |

Source

Ay

Ay

Ay

Client Computer
Ay

Ay

Ay

Destination
Ay
Ay
Ay
Ay
Ay
Ay
Ay

Protocol

hdail Servers
Wik Servers
Ay

Ay

IGHP

MetBIOs

Ping (ICKWP Echo)

Time

Alwvays
Alwvays
Always
Alwvays
Alwvays
Always

Alwvays

Action
Al
Al
Al
Al
Elock
Block
Elock

Search | x|

Track
hone

hone

hone

hone

Alert & Log
Alert & Log
Alert & Log

Edit Policy » Add Classic FW* Rules = Mew FUlf Rule

New QOutgoing Firewall Rule

|1/ Save | |X Cancel |

Alert & Log
Alert & Log

Alert & Log

Rule Details

*Marme: |

Dezcription:

Destination Locations

=

-

Action: |AIIDW

=

“Times: | Always

Sltofram =]

*Days: |Every Day 2

Track: |[None

=l

®  Any Destingtion Location

{7 Select from Destination list

Affected Ports & Protocols

& Apy Port or Protocol

{7 Select from Protocal list

[
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Pojedynczy agent ochrony

Firewall/NAC
Program Control

15 lat na pozycji lidera
rynku firewall

= Proaktywna ochrona
ruchu wchodzacego i
wychodzacego

= Blokowanie niechcianego
ruchu

= Tryb ,stealth” — stacja
niewidoczna dla intruzéw

= Szczegotowa kontrola
dostepu do sieci

LCLICO




Rozszerzona ochrona aplikacyjna

ENDPOINT SECURITY

Groups afe rinied by wiing the ranking drop-dewn salstior Any

Program Group Permissions

New Group | New Program "'_|

Pojedynczy agent ochrony

Ustuga Program Advisor

S o = Automatyczne wymuszanie
e T [ uprawnien aplikacyjnych
ey i Y S A el s — Natychmiastowe terminowanie
entr amsior ] [ SRR T znanych ztosliwych programow
B | 5fn=-~w ) — Zezwolenie na uruchamianie
g wytacznie zaakceptowanych
3 B _F:ruq[am_l:l_:nmsﬂuns_ program()W
| e = Jak to robimy?
S — Ustuga uwierzytelnienia
—— dobrych, znanych programéw
BT — ldentyfikacja znanych zitych
o mmte i ot programow
| e st S o — Setki tysigcy programow w
AT bazie ustugi Program Advisor
L—C — Oparte o rzeczywiste dane z
| e miliondw stacji koncowych
o (Zone Alarm)




Kontrola dost epu do sieci - NAC

Pojedynczy agent ochrony

Ensure Endpoint Policy Compliance

Gateway Manager

. Success
= The entity checfpointA RN was created successiuly.
r
ou can identity gateways that should be gowerned by different security policies below. u N AC d | a p Ol'a'CZ e n IO kal nyC h
| MNew Gateway v| | Assign Policy | Search ~ OraZ VPN
Gateway Description Assigned Policy . . .
I::i? YR APerimeter  (oisconnecied) Check Pairt VEN-1 POWERUTM u Zapewnlenle, Ze tylko
Edit | Delete . .
_ | zaufane stacje uzyskajg
I:‘ﬁ YRM-1ADatacerter  fdscomnectedl Check Point VPN_1 POWERAUTH . .
ot Letote dostep do sieci

r I:i‘ checkpoint: PR |_$, Detauit Domain Policy

Edit | Delete

New Gateway ""'l Assign Policy Wspél-praca w zakresie

5§} Check Point VPH-1 POWERUTM wymuszania polityk z
I‘,’jj‘ Hortel Contivity with TunnelGuard modutami CP Firewall oraz

Check Pairt %P1

I‘,’jj‘ Check Point YWPH-1 for remote access Users

I‘,’jj‘ Check Point InterSpect _
oo en " . Wsparcie dla standaru

.

5} 802.1x Compatible Hetwork Access Serve 802.1x/EAP

5} Cisco VPH Gateways
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Antivirus / Anti-spyware

Edit Policy
Hame & Access Firewall Program Anti-Virus Smart- M ging Enfor it Client
Hotes Zones Settings Rules Anti-Spyware Defense Settings Settings Settings

General Settings

[+ Protect against spyware
F Protect against viruses

Spyware Scan Settings

Spyware scans are guick scans that should be run on s short interval. They add security with minimal impact to endpoint computer performance.

Scheduled Scan Tme: [Mondays | &t |12 noon x|
[ Restrict clients that dont comply with the Spyware Scan settings
v Perform Spyware Scan after installation

Anti-Yirus Scan Settings

Anti-Viruz scans are a rigorous scan of every file on the zelected targetz, and a3 such will have an impact on endpaint performance . These scans are
recommended for previously-unprotected endpoints.

Scheduled Scan Time: INever =l oat |12 mid |7
v Perform DegeSoanaftorinatallotion.

Chart: Check Poi

ivirus Scanned Date

11.08 21 403

Scan Targe

+ Local

— Shalus of S33 Clerts

B Other Brards (298]

Twikc 05 (0
. W ot instabed ()
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Pojedynczy agent ochrony

Eliminuje wirusy I inne
zto sliwe oprogramowanie

= Wielokrotnie nagradzany
mechanizm ochrony przed
ztosliwym kodem

= Najwyzsze wspotczynniki
wykrywalnosci

= Uaktualnienia sygnatur co
1 godz.




Bezpiecze nstwo danych

\ Pojedynczy agent ochrony
Data
L) ity

Ochron g przed utrat g lub
kradzie zg danych

= Najczescie] stosowane
rozwigzanie zabezpieczenia
danych

— Ponad 14 milionow instalacji

= Qparte na technologii Pointsec® -
lider rynku

— Full Disk Encryption — zapewnia
najbardziej wszechstronng ochrone
wszystkich danych

— Port Protection — kontroluje
wykorzystanie portdw i urzadzen zew.

— Media Encryption - szyfruje wrazliwe
dane przenoszone przez urzadzenia
mobilne, np. USB
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{1J Check Point Endpoint Security

Owverview 3

VPN *

Anti-virus |
Amti-spyware

Policies 3

Alerts & Logs

iﬁi ENDPOINT SECURITY

Endpoint Security Policy Active

Q VPN Connected
Site:

cptopology. checkpoint. com
Profile: cptopology. checkpaint. comi
Duration:  00:01:19
Expiration; 025841

-
Security Configuration: Yerified
Endpaint Security Server Connected: Yes

"

{Manage wour WPM optionz.

Single Agent for Endpoint Security

Ensure Confidential
Remote Communications

=  Secure remote VPN access
through VPN-1® gateways

= Only endpoint security
solution that includes
unified remote access

= Applies full security policies
to the VPN traffic

= Multiple VPN entry points
provides high availability
and flexible access
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Najwy zsza klasa rozwi gzan

ORMATIOMHN

CURITY

Rated Highest of 6
Endpoint Products

#%Common Criteria

Gartner

NN

Best Remote Access
IPSec VPN solution
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Podsumowanie

# Check Point En dpoint Secunity |Z||§||E|

ENDPOINT SECURITY . J&} Check Point

SOFTWARE TECHNOLDGIES LTD,
Overview F  Endpoint Security Policy Active

& Help

Quarantine

~Antivirus

On ib Antivirug On

o o J— Pojedynczy agent

All systems are go

Firewall »

: Sgan bor Virwges!

[ etail .

Cotet;, ¥ 7 s Pojedyncza konsola

Suztem Last Scan 01/30/2008 205 P
Antivirus / Or-fcoese  Enabled
Anti-spyware L Diefinitions Last Update 02/05/2008 521 P
Full Dial_( 3 S
Encryption _Aiti-spyware
Media
Encryption b On @ Anti-spyware On . H

of celem fatwego zapewnienia
Email systems are go |_
Frotection 4 = Details
Scan status:

Privacy . Systam Last Scan 02/02/2008 £:03 P

Drefitmitions Lazt Update 02/05/2002 5:27 PM

.
Pelicies r

najwy zszego
[ ScanforWinuses/Sppware ][ Update Mow || ] pOZiomU
bezpiecze nstwa

Alerts & Logs w»

w zaufanej ochronie
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Pytania?
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